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Abst r act

The aim of this paper is to predict the devel opnment of the business
intelligence systemin the future regarding the protection of privacy
of individuals, organizations, conpanies and of society as a whole.
The future of business intelligence is seen in the founding of a
mul tidisciplinary science which will enconpass the whole society,
politics, econony and security organizations, and wll be based on
know edge. One goes fromthe prenmise that it is know edge, within the
intelligent revolution, which will help us develop new technol ogies
and inprove the existing know edge to our benefit, to be better
equi pped for the challenges of globalization and the increasing need
for the protection of privacy.

The paper is based on initial research of the project entitled “031-
2/ 2008 Research Into Matters Warranting, Economically and Situation-
wi se, Adaptive Restructuring of an Oganization in a Dynamc
Environnent” and is the continuation of earlier research into the
concept of terotechnology wthin the study of organization and
busi ness intelligence protection?

Keywor ds: busi ness intelligence, pr ot ection, privacy, future,
know edge, intelligent revolution, surveillance
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| nt roducti on

Qur era is characterized by the globalization and inproved
technol ogi es which are based on information and comunication. These
phenonmena are the core of capitalism as the main social arrangenment
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which is incorporated in all relations today. This is the era of very
fast changes which place high requirements on experts to be nore
expedited in analyzing new phenonmena in the society based on new
t echnol ogi es.

d obal i zation and new technologies initiated an inpressive outflow of
goods, services and information. W need intelligence together with
new technologies to perceive, classify, understand, analyze and
exploit that information in the light of specific ainms. New
technol ogi es have becone a tool for human intelligence and social
devel opnent in general

The difference of intelligence in the past and today is seen in the
access toward information. Many sources of different kinds of
information are open and al nost everybody can use them It is this
characteristic of the openness of information systenms which could be
the main problem today especially because of overflow of infornmation
from different sources. Information with added value is intelligent
i nformation which we can use. O her redundant information also reaches
us through different channels from different levels. Qur intelligence
is a collector for all kinds of information. Anybody who has got an
access to the Internet could theoretically find any information wanted
— the precondition is general knowl edge and basic know edge of
t echnol ogy. Business Intelligence as the topic of this paper is seen in

the founding of a nultidisciplinary science which will enconpass the
whol e society, politics, econony and security organizations, and wll
be based on knowl edge. It should gather different experts and
scientist from various fields: international relations, econony,

i nf or mat ol ogy, neurol ogy, sociol ogy, philosophy, psychology to devel op
intelligent systens for the benefit of individuals and society as a
whol e.

Business intelligence systens nostly exist in the field of econony
because every significant conpany today has a business intelligence
departnent the sane as every significant country has business
intelligence and security systens incorporated in state bodies. W
predict that business intelligence systens should inprove nmany fields
of human activities. The gat heri ng, anal yzi ng, processi ng

i mpl ementing of necessary information wll request investnents in
busi ness intelligence education as well as investnents in research and
devel opnent of new technologies and in inprovenent of existing
business intelligence tools such as data mning, date warehousing and
artificial intelligence.

In the initial research of the project one point on basic discrepancy
bet ween econonic and efficiency of Bl activities and |evel of threat
and endangeri ng of privacy data protection (i ndi vi dual or
corporative). Increased possibilities of secret privacy endangering
through the different techniques of surveillance are obvious in our
first shown results.

First simulation of organization point out to significant inpact of BI
departnent in the role of protective Bl activities to the structure of
organi zation, but |ess inpact to econonmic at all

Individuals as consunmers and voters are constantly pressed by
different offerors and should also have to devel op they own business
intelligence systens to protect thenselves and their privacy from
exploitation. Surveillance is omipresent at all |evels of society and
we shoul d develop better protection in the scope of human rights and
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liberty. Airplane tickets, noney transactions, on-line orders and
i nvoi ces, conmunication technology, public video surveillance and
identification by different techniques (face lines, fingerprint, eye
retina, bionetrics, genetics, etc.) are just sonme of the nodern nedia
and forms of surveillance. The above-nentioned forms of surveillance
are twofold; they protect us and invade our private sphere too.

The strong inpact of commercials to human sub consci ousness with the
aim of turning individuals into very good custonmers addicted to

di fferent br ands. Di fferent questionnaires and surveys place
individuals to specific categories and take from individuals |ots of
useful information for further and further commercial attacks. The

credit card system is very useful for predicting consunmer habits,
tastes and interests. Mre information about an individual gives nore
power to offerors to manipulate and control. The ethical codex about
the protection of privacy should develop and adapt due to the
previously nentioned forns of control. The international |aw should
devel op global privacy protection |laws regarding the globalize world
beyond national boundaries and regardi ng new technol ogi es of business
intelligence and surveill ance.

Definition of the business intelligence

Busi ness intelligence existed even before this term was invented and
defined. Econonmic espionage existed hand in hand with trade of any
kind. The fight for territory, food, water and survival in general
include the use of intelligence for better positioning. The exact term
- business intelligence was defined explicitly in the 20'" century.

Wnston Churchill was one of the best pronoters of business
intelligence and security systens. He invented Industrial Intelligence
Dept. in 1919 which was crucial for nonitoring German industrial

devel opnent in Hitler's era. Geat Britain had the first business
intelligent systemand other countries followed them

The term Business Intelligence followed the term - ‘socia
intelligence’ of Stevan Dedijer in the seventies. The whole world, al
bei ngs, conpani es, states and organi zations use intelligence (Dedijer,
1978). W also find the term business intelligence in Sweden in the
mddle of the eighties in the form of Business Intelligence guide by
the intelligence secret organization. The mlitary and police systens
go through transformation from cl osed secret organi zations to open and
i nformative nodern organi zations based on business intelligence. But
business intelligence has been fully discovered through econony,
nmanagenent and their needs.

By 1996, the wuse of Business Intelligence solutions shifted
dramatically away from dedicated analysts to all rmanagers and
professionals as the preferred way of understanding the business.
Instead of a small nunber of analysts spending 100 percent of their
time analyzing data, all nanagers and professionals wll spend 10
percent of their time using business intelligence software. Business
intelligence indicates intelligence activities in the business field
through the ethical process of legal collecting of public and widely
accessi bl e data; analyzing and transformng this data to intelligence
and know edge for the purpose of managenent support in decision making
and preservation of existing positions when faced with conpetition,
avoi ding any kind of threats and inproving ultimte advancenent of the
user (Bilandzi¢, 2004).
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From the managenent point of view one needs to define two basic
intelligent activities in the goal of operationalizational B
activities:

1 Defensive (protective)
2 O fensive researchable (collective)

Far East economies and their conpanies used to develop total BI
activities where all enployers have got both Bl tasks. Existing of the
total Bl concept, does not exclude existence of especial Bl departnment
for Bl protection, sanme as outsourcing of Bl research. From the
econom ¢ and organi zati onal point of view sane as presentation of BI
researches; offensive Bl activities are significant ballast for
busi ness of organi zati on. (Bel ak, 2008)

A research done by the State Departnent and the National
Counterintelligence Center found 466 incidents of stealing economc
and technol ogy information in 173 American conpanies in 1995. But only
58 percent of those conpanies declared the incidents to the CGovernnent
because they were sure that the possibility of catching the
perpetrator was very snmall. Today every significant country and
conpany has a business intelligent systemincorporated in security and
nmanagenent operations. Germany, Japan, Geat Britain, Sweden, France
USA, Rusia, China, Brazil and others have got very sophisticated
busi ness intelligence systens.

The wi de use of conputers and the Internet, of phones and satellites
produced a huge anobunt of data. American scientists estimate that 800
Mo of data is produced every year per world capita. Accelerated
devel opnents of new technol ogies, informatic revolution and revol ution
of intelligence have got a strong inpact on the contenporary society,
politics and economnmi c devel opment in real or virtual space.

Transnational production has been nost effectively encouraged by
hypermedia environnent is its possibility of transaction data (voice
text and picture data) throughout the world. (Deibert, 2001) There is
lots of data, it flows very fast and the time of feedback is shorter
and shorter. The new technology era has got few main features; fast
changes based on the flow of data; great anount of data production on
di fferent levels from different channel s, rel evance of dat a
significant for production of know edge and data networ ki ng.

Protection of privacy

Researches in the Project shown that the protective Bl denmands, in the
very short future, will cause necessity of abdication of sone part of
enpl oyees privacy in the organization with the goal of insurance and
protection of data regarding surveillance of communication, assets and
goods of individuals.

In the world of new technol ogies, the question of privacy protection
is nore and nore inportant. Caneras are placed all over the nmain
cities. Caneras also nonitor private life of many public persons.

Media are omipresent in our lives. Reality shows on TV and the
Internet, video clips and satellite naps are a necessity of our tine.
Who will draw the |ine between security in the |light of protection of

our identity which we expect and the privacy we need? Wwo is
appropriate for the protection of human privacy when we live in the
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time of national boundaries which are disappearing? International |aws
and international courts should redefine their m ssion

The question of law in the digital era is related to the right of
owning and copying information such as nedical records or patented
dr ugs, to the right of i nsi ght and possessing sonebody’s
correspondence, to the right of possessing, copying and distributing
nmusic or video clips through the Internet or shortly to the right of
creating profit on sonebody else's knowledge and investnents
(Terranova, 2004). Information as a val ue should be protected whether
it is in the interest of an individual, an institution, a conpany or
an organi zati on.

There are three main protection fields: territory protection, personal
(copyright) protection and information protection (Fischer-Hubner
2001). New technol ogi es (nanotechnol ogy, genetic mani pul ation
robotics and artificial intelligence, etc.) wdely open the door to
the individualization of the war. The individualization of the war
elimnates the walls existing between the arny and the civilian
society but also the walls between suspects and those who are not.
Although there is a threat of individualization of the war, the
citizen should prove that he is not dangerous because in this
situation at the end, every individual can becone a suspect, everyone
can be called a terrorist.

The threats of terrorismgave rise to the fact that everyone could be
checked without a certain concrete cause, wthout any |egal evidence

because of the overall security. The individualization of war could
bring death to denocracy because countries should reunite with other
countries against citizens to prevent the danger fromtheir citizens.

That leads us to killing the plurality of society and expert
rationality, independence of courts and unconditional respect of human
ri ghts.

I nside the devel oped denocratic states, basic citizens and political
ri ghts suddenly becone questionable and they are not topical anynore
even with the proof of the great majority of popul ation experienced in
denocracy. CGovernnents, parlianents, parties and people who usually
conpete and bl ock each other, if faced with a choice between security
and freedom nmake a unaninobus and fast decision to decrease basic
freedom (Beck, 2004).

On the other hand global consciousness of human rights protection has
been rai sed.

The foundation of the United Nations and the Declaration of human
rights after the Wrld War Il is very inportant for establishing the
protection of individuals after the end of the 20th century which
brought themtorture by national conflicts and genoci de.

Cat egori es of surveillance

One of the leading theoreticians of surveillance David Lyon gives us
t he categories of surveillance:

1 categorical suspect includes surveillance of the identification
threats toward peace and order. Especially focused on dissidents and
terrorists and increased after 11. 09.
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2 categorical seductions are being related especially on nodern
marketing techni ques of behaving of custoners in the aim of keeping
custonmers and findi ng new ones.

Two nore categories have been added (Ball, Wbster, 2003):

3 categorical cares - which includes the surveillance in health care
system through the medical records in which patients are categorized
in certain groups regarding genetic heritage, famly anameses and
soci al status.

4 categorical exposures include nmedia surveillance being nmore and nore
present in the contenporary society and which 1look at the
celebrities fromnedia stars to politicians. Al the different nedia
(television, radio, print and the Internet) are being critica
during anal yzi ng peopl e, places and events.

Does the new technol ogy provide that ‘big brother’ can watch us non-
stop or could we watch ‘big brother’ too? The Internet is an exanple
of a contenporary technology in which the information flows
si nul taneously, panoptical and synoptically, not only so that few can
watch many but many can watch few ‘Big brother’ is based on an
el ectroni ¢ Panopticum — architectural plan of a prison from the 18th
century (Jereny Benthan) which was invented as a system of constant
surveillance while the prisoners do not know that they are being
wat ched, also do not know when and how. On this exanple Foucault
builds his general theory of nobdern surveillance that we had already
nentioned. In nodern countries different associations, scientific and
political techniques together regulate even the nost personal sides of
everyday life.

USA today beconmes the society of nmaxinmum security because of
hypernmedia technology which is the strength of secret ©police
surveillance (Gary Marx, 2006) and there is a remark of strong
el ectronic surveillance of crimnals once they are set free (Stanley
Cohen, 1993).

Everybody agrees that is hard to deny a great |evel of surveillance
which is the consequence of contenporary technol ogies and their share
of personal data. Financial Crimes Enforcement Network (FINCEN), for
exanple, follows the great financial transactions and conpares it wth
social, private and foreign database and also with profiles of typica
shapes of financial <crimnals wth help of powerful conputer
programes of artificial intelligence (Bercu, 1994).

New technologies simultaneously preclude the surveillance of
information flow because they are smaller, noveable and |ike that they
are hard to nonitor especially in the liberal economc politics which
supervi se the penetration of foreign investnents.

It is very expensive and al nost inpossible for a country to follow the
whole flow of digital information in the country and out of the
country. The panoptical netaphor of surveillance should be taken with
cauti on because now days surveillance is not only in the hands of the
county but it can be in nmany other shapes of personal surveillance
from commercial collecting of data of every kind to security caneras
in shopping malls, banks and others institutions and also tiny handy
caner as.
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The technol ogies placed in the universe are even nore significant. The
Earth is covered by a tight network of national, regional and
i nternational mlitary, comer ci al and  ecol ogi cal system of
recognition. The things which used to be available only to the
mlitary sector can today be bought on the open nmarket. This nmeans
that the center of surveillance is expanding and today everyone is
allowed to watch everyone. Citizens can directly be part of political
processes through the Internet.

New technol ogies open the way to surveillance but that surveillance
goes both ways and anbi guous. It can endanger our right but can also
protect us. Gary Marx says that all totalitarian systenms are nmarked by
the absence of respect for the rights of individuals to have control
over the information about thenselves. |Individuals should have the
power of surveillance of different areas of their life and should have
the power to choose which of these aspects they want to expose and
which of them they want to |eave for thenselves. Individuals can be
protected by the new technology in the light of identity protection
which is nore and nore inportant especially in on-line transactions
like paying with credit cards, access to bank accounts and other
simlar situations.

Social and private sector peeps into our lives and follow our
different transactions. W are not very satisfied with that especially
if sonebody calls us by our nanme and surname in trying to offer us
sone service or product. On the other hand we are grateful for being
checked when paying with credit card in a hotel, restaurant or shop.
Then the possibility of proving our identity can serve for our
protection.

The world brain

Information society, intelligent society, network society, virtual
soci ety — however we nanme the era we live in, there are some unique
features. Generally speaking, individuals could physically persist

anywhere. They only have to be on-line, connected to the network,
where they use know edge inportant in the working process. The network
is the new place where they work, play, buy, vote, and make deci sions
about their destiny. The network is the place where they live through
the information econony. The network is also the place where
i ndi vi dual s educate thenselves in the various fields for the whole
life. History just began, if we see history as the nonment after the
mllennium prehistoric fights with the Nature; first for surviving,
then for control, when finally human kind reaches know edge and
organi zation of society to live in a nostly social world (Castells,
2002) .
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Figure 1: Centralized/hierarchical, decentralized/hierarchical, and
di st ributred/ nonhi erarchi cal networks

Source: (adapted from Baran 1964, Dei bert, 2001)

In this social world, business intelligence is seen as a cunulative
discipline based on know edge which has to enconpass the whole
soci ety, politics, economy, security and international organizations.
Knowl edge, in the era of intelligent revolution, wll help us to
devel op new technol ogi es and i nprove present technologies with the aim
of nmanaging better the globalization and virtualization of the
econom c processes. Artificial intelligence is seen as a nmain
technology for the information econony in the future. Data collection

data warehouse and data mning as well as processing with all Kkinds of
data base, becone very inportant techniques for the business
intelligence system Network society based on the Internet is sonmewhat
simlar with neural networks in the brain. Wwen we are all finally
connected we become the world brain.

The new intelligence revolution is considered by Stevan Dedijer
and others to be the latest step in the evolution of humanity.

Stevan believes the current revolution to be as inportant as when
man | earned to speak 100 000 years ago, or when the art of witing
was introduces approx. 2 000 B.C. But intelligence science is
still an underdevel oped area, nainly because of the extrenely
rapid and conplex changes in the world which nust be integrated
with those in the scientific fields if we shall ever be capabl e of
understanding the intelligence revolution. Nobody has yet built a
holistic view of intelligence. There is an increasing need for the
integrated study of the human brain, personality, nachines and the
social system There is not yet a method to study how these
factors interact with each other. (Dedijer/Carllson, 2000, p 289

290)

M BES 2008 750



Bel ak S.-Pesa-Belak B., 742-752

This world brain network has not yet been able to solve the problens
of the world, but it has identified them The question is; are the
world brain so developed that it can begin to solve the great general
probl ens of over-population, pollution, food shortages as well as the
gap between the nore and the | ess devel oped nations (Dedijer/Carllson,
2000) .

Surveillance is a necessity but also the consciousness of people and a
need for a higher-quality international system for the protection of
human rights will rise. Wnston's idea of the Ligs of people is just
as inportant as the United Nations however this organization shows
fatigue through corruption and failures. It is even npbre inportant
than the functioning of international courts for human rights. All
those organi zations are the future which will be based on collective
intelligence and contenporary technol ogical achievenents. Collective
intelligence and contenporary technology as we believe, does not nean
transform ng human beings into robots but the reunion of people as
intelligent individuals whose differences nake the world a richer
pl ace. Public opinion is new superpower (Stiglitz, 2003).

Concl usi on

We conclude that it is very inportant for a consunmer to recognize his
strength in a capitalistic systemand with the help of nongovernnent al
organi zations to act as a consciousness of the contenporary world
which points a finger to problens such as pollution of environnent,
breaking of human rights, protection of animals, etc. The world
probl enms keep us together and nobody is excluded. Diversification is
wel cone in the new globalize world but, we conclude, that differences
are not only in character but only in degree. As we see the biggest
problem is between those who are using contenporary technology and
those who are not. Those who are using it are connected in real tine
regardl ess of where they are, while those who do not use technol ogy
are on the edge of the world and wi thout inpact on events in it. Qur
life and work is connected nmore and nore with conputers and other
achi evenents of new technol ogy but our main instrunent is information
whi ch creates know edge. The tinme of information econony is now here
because the information is conpletely built into new production
processes. The place where this processes happen is a network which
creates the new connected society helped by the Internet as the nost
i nportant medi a of today.

Initial researches on security of organization on economc and
transformation of the project “031-2/2008 Research Into Matters
Warranting, Econonmically and Situation-w se, Adaptive Restructuring of

an Organization in a Dynamic Environment” wll be continued in the
light of first inplication gained in this paper. As the first
sinmulation of organization point to significant inpact of Bl

departnent in the role of protective Bl activities to the structure of
organi zation, the research will continue in that direction.

The revolution of intelligence has started. Business intelligence will
be one of the main tools for adaptability in new world wthout
boundari es, connected in a network, elimnated in space, accelerated
intime, digitalized and gl obalized.
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